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KnioueBble 0cO6€HHOCTU

PaclmpeHHble pyHKLMN yNpaBneHus
OyHKUMM  ynpaBneHus  BkaoYatoT  SNMP,
yrnpaBneHne Ha ocHoBe Web-uHTepderica n
nHTepdenc komaHgHou ctpoku (CLI) yepes
Telnet n SSH.

Mopnepxka IPv6

KommyTatop ABNSAeTCH MOJIHOCTbIO
COBMECTMMbIM C ceTsMM Ha 6a3e mpoTokona
IPv6. Mopnepxka dyHKUMOHaNa IPv6
cnocobeTByeT nerkom NHTerpaLmm
o6opyaoBaHuA B cetn cnegyroLero
MOKOJIeHUS.

XapaKTepuctmkm

NHTepdeiichbl
e 8 noptos 10/100/1000Base-T
e 2 nopTta 1000Base-X SFP

®DyHKLUMK 6e30onacHOCTU

e Cnncku ynpaenenHus goctyrnom (ACL)
e Port Security

e [MpepoTepalleHne atak ARP Spoofing
e |IP-MAC-Port Binding (IMPB)

Ypo6Hoe ynpaBneHue
o Web-uHTtepdeinc
e YnpouieHHbIi CLI yepe3s Telnet

PaclumpeHHbiii Ha6op GyHKLUIA

e Auto Surveillance VLAN

e Voice VLAN

e Loopback Detection

e [InarHoctuka kabens

e ABTOMaTMyeckoe onpegenexHme MDI/MDIX
e CTaTuyeckas MapLIpyTU3aLms

e [loppepxka Heckonbkux Bepcuii MO

e [loagepxka HECKONbKMX BEPCUIN KOHbUIypaLnui

TrK-121-8/2-M
HactpanBaembii L2 kKommyTaTop ¢
8 noptamu 10/100/1000Base-T u
2 noptamu 1000Base-X SFP

HacTpavBaemblin koMMmyTaTtop 2 ypoBHA TrK-121-8/2-M,
OCHaleHHbI 8 nopTtamu 10/100/1000Base-T 1 2 nopTamwu
1000Base-X SFP, nopaepXuBaeT pacwupeHHble dyHKLUK
ynpaBneHnss 1 6Ge3onacHocTM, obecrneymMBasi  BbICOKYHO
NPOV3BOAUTENBHOCTE W MacwTabupoBaHue cetn. DyHKUMMK
ynpaeneHus Bknto4vatoT SNMP, ynpasneHve Ha ocHoBe Web-
MHTepdenca 1 ynpoLeHHbINn WHTepdenc KOMaHLHOW CTPOKM
(CLI) yepes Telnet. TTK-121-8/2-M nognepxusaeT Auto Voice
VLAN, obecneyunBas MaKCUMasbHbIN npuoputet  ANA
«rofocoBoro» Tpaduka. [aHHbIA KOMMyTaTOp  OCHaLleH
MacCMBHOW CUCTEMOM OXNaXAeHusa, KoTopass obecneyunBaet
GeclwyMHyto paboTy 1 NO3BONSET NPOAJUTbL CPOK 3KCMlyaTaumm
yCTPOMCTBA.

DyHKUUM YPOBHA 2

KommyTatop TFK-121-8/2-M nopaepXxuBaeT nosHbii Habop GyHKUUIA ypoBHS 2,
Bkntoyasi IGMP Snooping, Port Mirroring, Spanning Tree Protocol (STP) u Link
Aggregation Control Protocol (LACP). ®yHkuua ynpasneHus notokom |EEE
802.3x no3BonseT ONTUMM3MPOBATb HArpPy3Ky Ha KOMMYyTaTOp A5 MOBbIWEHUSA
HaeXHOCTW nepeaayn AaHHbIX. MoAfepPXMBas CKOPOCTb Ha KaXAOM U3 MOPTOB
no 2000 MéuT/c B pexume MOMHOro Aynnekca, KoMMmyTaTop obecredynsaer
BbICOKYIO MPOW3BOAUTENBHOCTb, HEOOXOAMMYIO ANA MOAKMOYEHUs paboumx
mecT. KommyTaTop nopaepxvBaeT GyHKUMIO AMArHOCTUKKU Kabens v dyHKUMIO
Loopback Detection. ®yHkuusi Loopback Detection wucnonb3syetcs pans
onpefeneHns netesb U aBTOMATUYECKOrO OTK/OYEHMA MOopTa, Ha KOTOPOM
obHapyxeHa netns. ®YHKUMS [MArHOCTUKM Kabens npefHa3HayeHa Ans
onpefeneHns COCTOSHNA BUTOM NMapbl, @ TaKXe TUMa HEUCNPaBHOCTY Kabens.

Auto Surveillance VLAN u n Auto Voice VLAN

KommyTatop TFK-121-8/2-M nopaepxwusaeT Auto Surveillance VLAN (ASV) u
Auto Voice VLAN, 4yTo fenaeT ero upaeasnbHbiM pelleHnem Ans pa3BepTbiBaHWA
cucteMm BupgeoHabnoaeHus un IP-tenebonnn. [JaHHbIR dyHKLMOHAN no3sonset
aBTOMaTM4YeCckn  pacno3HaBaTb B obwen ceTn obopynoBaHue  Ans
BuAaeoHabnoaeHns n VolP-obopyaoBaHue 1 BbigensTb ero B otaenbHble VLAN,
BHYTPU KaXA0WM U3 KOTOPbIX Ans BuAeoTpaduka unm ronocosoro tpaduka dbynet
Ha3HayeH HavBbICWIMIA NpuopuTeT 0bcnyxmBaHus. Mopaepxka Auto Surveillance
VLAN u Auto Voice VLAN obecneunBaeT cTtabunbHyto paboty Buaeo- u VolP-
NPUNOXEHNI, KaYeCTBEHHYIO nepefady U MakCUMasbHYO 3alWMTy MynbTUMeaua
TpaduKa BHE 3aBUCMMOCTM OT 0OLLEN 3arpy>KEHHOCTU CETU.
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CeTeBas 6e30nacHoOCTb

AyTeHTudurKaums Ha ocHoBe nopTta 802.1X no3BonsieT MCnosb30BaTh
BHewHun cepBep RADIUS ans asTopusauum nonb3osatenen. Mommmo
3Toro, GyHKUMs CNMCKOB ynpasneHus pgoctyriom (ACL) yBenuumsaeT
Ge3onacHocTb ceTn, OTPUNLTPOBbIBAS TpPaduK, UCXOOAWUA OT
HeCaHKUMOHUpPoBaHHbIX MAC/IP-agpecos. TrK-121-8/2-M Takxe
nopaepxusaet dyHkUmMio npepoTBpalleHns atak ARP  Spoofing,
3alMLIAIOLLYI0 CEeTb OT aTak, KOTopble MOMyT MPUBECTU K U3MEHEHWUIo
Tpaduka WNU ero 3afepXKKe M3-3a OTNPaBKM 3/10yMbILUIEHHUKOM

TrK-121-8/2-M
HacTtpauBaembiit L2 kommyTaTop ¢ 8 noptamu
10/100/1000Base-T u 2 noptamn 1000Base-X SFP

Ypo6Hoe ynpaBneHue

KommyTatop TrK-121-8/2-M nopnepxwvBaeT ynpaeneHve yepe3 Web-
MHTEpdEenc 1 ynpoLleHHbI MHTepdenc KomaHgHow cTpokun (CLI) yepes
Telnet.

DKOHOMMSA S1IEKTPOIHEPTUM

KommyTatop TrK-121-8/2-M cooTeeTcTByeT cTaHgapTty IEEE 802.3az
Energy-Efficient Ethernet u noTpebnseT MeHblue 31eKTPO3Heprun npw
HebosbloM obbeme Tpaduka.

noXHblx ARP-coobuweHumin. C uenbio npepoTBpaweHns atak ARP
Spoofing KoMmyTaTOp MCMONbB3YyeT CNUCKU YNPABAEHWs LOCTYNOM ANA
GMOKMPOBKM MaKeTOB, cofepXawux NoxHble ARP-cooblwenus. Ons
MOBbILWEHNSI YPOBHA 6Ge3onacHoCTM ucnonb3yetca ¢yHkuma DHCP
Server Screening, 3anpeljatowas AoCTyn HeaBTopu3oBaHHbIM DHCP-
cepBepam.

TexHUYecKue XxapaKTepUCTUKMN

AnnapaTHoe obecneyeHue

Mpoueccop * 500 Ml'y
OnepaTtuBHasa NamaTb * 128 Mb
Flash-namsTb * 32 Mb
NHTepdeico * 8 noptoe 10/100/1000Base-T
* 2 nopta 1000Base-X SFP
MHankaTopbl * Power
* Link/Activity/Speed (Ha nopT)
KHonkmn * KHonka Reset
CeTeBble kabenu * UTP kateropuu 5, 5e (makc. 100 m)

Pa3bem nuTaHus * Pa3sbem 4511 NoaktoYeHms NuTaHus (NepemMeHHbIn ToK)

OyHKLUMOHanN

CTaHAapThbl U QYyHKLUUN * IEEE 802.3 10Base-T

* |EEE 802.3u 100Base-TX

|IEEE 802.3ab 1000Base-T

IEEE 802.3z 1000Base-X

|IEEE 802.3az Energy-Efficient Ethernet

YnpasneHue notokom IEEE 802.3x

ABTOMaTMYeCKOe COriacoBaHMe CKOPOCTU U pexnma aynnekca
ABTOMaTu4yeckoe onpegeneHne MDI/MDIX Ha Bcex MeaHbIX MopTax

.

.

LynnekcHbIl pexum Mony-/nonHbiv gynnekc ana ckopoctn 10/100 M6uT/c

MonHbIv gynnekc ana ckopoct 1000 M6uT/c

npOVI3BOJJ,VITe}'IbHOCTb ‘

KommyTaumoHHas matpuua | * 20 Mout/c

MeTon kKommyTaLmm * Store-and-forward

Makc. ckopocTb * 14,88 Mpps
nepeHanpasneHus 64-

6aNTHbIX NaKeToB

Pa3mep Tabnuubl MAC- * 8K 3anucen
afpecos

Bydep naketos * 512 Kb

Jumbo-dperm * 10000 6ant
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MporpammHoe obecrneyeHune

DYHKLNN YPOBHSA 2

Cratnyeckne MAC-agpeca:

- 256 3anucen

IGMP Snooping:

- IGMP v1/v2

- IGMP v3 awareness

- Moppepxka 256 rpynn

- MNoppepxka [0 64 CTaTUHECKMX MHOMOAAPECHbIX rpynmn
- IGMP Ha VLAN

- Moppepxka IGMP Snooping Querier

Loopback Detection

802.3ad Link Aggregation:

- Makc. 8 rpynn Ha ycTpoicTBo/8 NopToB Ha rpynny
LLDP

TrK-121-8/2-M
HacTtpauBaembiit L2 kommyTaTop ¢ 8 noptamu
10/100/1000Base-T u 2 noptamn 1000Base-X SFP

YnpasneHune noToKoMm:

-802.3x

- NpepoTBpalLeHne 6nokmposok HOL
3epKanvMpoBaHue NopToB

- One-to-One

- Many-to-One

- Moppepxka 3epKanvpoBaHus Ans Bxoasiero/

ncxopsaiero/Tpaduka B 060Mx HanpasBneHUax

DuUNbTPaLMa MHOFOaAPECHbIX PACCbIIOK:

- MNepeHanpaBneHne BCex HE3aperncTPUPOBAHHbIX rPYMM
- ®UNbTPaLMS BCEX HE3aPErNCTPMPOBAHHbIX IPYMn
Hactpaunsaembin uHtepderic MDI/MDIX

MLD Snooping:

* LLDP-MED - MLD v1
* Spanning Tree Protocol: - MLD v2 awareness
- 802.1D STP - MNopaepxka 256 rpynn
- 802.1w RSTP
- 802.1s MSTP
VLAN * 802.1Q * Auto Surveillance VLAN

Ipynnsl VLAN

- Makc. 256 ctatnyeckmx VLAN-rpynn
OunanasoH VID: 1-4094

Asymmetric VLAN

Auto Voice VLAN
- Makc. konnyecTBo 3agaBaemMblx nonb3osatenem OUI: 10
- Makc. konnyectso OUI no ymonyaHuio: 8

KayectBo 0b6cnyxmBaHus

(QoS)

QoS Ha ocHose:

- Oyepepew npuoputeToB 802.1p
- DSCP

- ToS

- IP Precedence

- Knacca IPv6-Tpacduka

- Homepa nopta TCP/UDP
- MAC-agpeca

- EtherType

- IP-appeca

- Tuna npoTokona

802.1p

8 ouepepelt Ha NopT

MexaHun3mbl 06paboTkn ovepenein:

- Strict

- Weighted Round Robin (WRR)

YnpaBneHue Nonocon NponyckaHus

- Ha ocHoge nopTa (Bxoasiiee/ncxopsiiee): 3HaueHve
13 amnanasoHa 16-1024000 Kéut/c

DyYHKUNM YPOBHS 3

WHTepodeiic IP
IP-uHTepdeic
- MNopnepxka 4 nHTepdencos

IPv6 Neighbor Discovery (ND)

CTaTnyeckas MapLpyTnsaums

- Mopaepxka 124 ctatnyeckmx mappyTtos IPv4
- Noppepxka 50 ctatnyeckmx mapwpyTos IPve

Crnckn ynpasneHuns
poctynom (ACL)

ACL Ha ocHoBe:
- Ouepepelt npuoputeToB 802.1p

- Tuna npoTtokona
- Homepa TCP/UDP-nopTa

- VLAN - Knacca IPv6-Tpaduka
- MAC-agpeca * Makc. KonmM4ecTBO CNMCKOB AocTyna: 50
- Ether Type * Makc. konnyectso npasun ana IPv4, MAC n IPv6: 768
- IP-appeca * Kaxpoe npaBusio MOXeT ObITb MPUBA3aHO K OAHOMY NMOPTY
- DSCP
BbesonacHocTb ° 3awwuTa OT WMPOKOBeLLaTeNbHOr0/MHOroaapecHoro/ * MNpepoTBpalleHne atak DoS
0AHOaAPECHOrO LWTOPMa * CermeHTauus Tpadvka
* DHCP Server Screening * SSHv2
* YnpaeneHue goctynom 802.1X Ha OCHOBe MNOPTOB ° SSL
* Mpuesska IP-MAC-Port (MHTennekTyanbHas npues3ska) * TLSv1.0
- MHcnekTpoBaHne ARP-nakeToB * MpepoTepalueHne atak ARP Spoofing
- MHcnekTnposaHune ARP-nakeTos + IP-naketos - Makc. konnuectso 3anucen: 127
- Noppepsxka DHCP Snooping * Port Security
- o 64 MAC-agpecoB Ha nopT
AAA * AyteHTudukauma 802.1X: * MNoppepxka ayTeHTUdmKaumm MD5
- Moppepxka nokanbHo 6a3bl/RADIUS-cepBepa * RADIUS-cepBep c noanepxkor npotokona IPv6
- MNopaepxka ynpasneHns AOCTYMOM Ha OCHOBE MOPTOB
- Moppepxka EAP, OTP, TLS, TTLS, PEAP
OAM * OwnarHoctuka kabens * BoccTaHoBneHMe 3aBOACKMX HACTPOEK MO YMOHYAHMUIO




0 TrK-121-8/2-M
® T-KOM HacTtpauBaembiit L2 kommyTaTop ¢ 8 noptamu

POCATOM 10/100/1000Base-T u 2 noptamu 1000Base-X SFP

YnpaeneHue Web-uHTtepdeliic CUCTEMHBIV XypHan

YnpoueHHbin CLI - Makc. konuyecTBo 3anucen B xypHane: 500
Telnet-cepBep BootP/DHCP-knuneHT

SSH-cepeep * SNTP

TFTP-knuneHT ICMPv6

Hactpoiika MDI/MDIX IPv4/v6 Dual Stack

* SNMP: * ABTOMaTmyeckas HacTporika DHCP
- Mogpepxka v1/v2c/v3 * Hactpoiika BpemeHM

* SNMP Trap - SNTP

* Pe3epBHoe KonnpoBaHue/06HOBNEHNE MPOrPAMMHOIO * RMONV1
obecneyeHus * Trusted Host

CkaumBaHue/3arpyska KoHGUrypaumoHHoro daina MopnepKka HeckonbKux Bepcumin MO

MonnepXKa HECKObKMX BepCuil KOHdUTypaLuii

CraHgapTbl MIB/RFC RFC783, 1350 TFTP RFC2674 802.1p MIB

RFC791 IP RFC2461, 4861 Neighbor Discovery for IPv6
RFC768 UDP RFC2462, RFC4862 IPv6 Stateless Address Auto-
RFC793 TCP configuration (SLAAC)

RFC792 ICMPv4 RFC2464 IPv6 over Ethernet and definition
RFC2463, 4443 ICMPv6 RFC4291 IPv6 Addressing Architecture

RFC826 ARP RFC2893, 4213 IPv4/IPv6 dual stack function
RFC951, 1542, 2131 BootP/DHCP Client RFC2233 Interface Group MIB

RFC1212 Concise MIB Definitions RFC2138, 2139, 2618, 2865 RADIUS Authentication Client

* RFC1213 MIBII MIB

* RFC1215 MIB Traps Convention * RFC2246 SSL

* RFC1350 TFTP * RFC2475, 2598 CoS

* RFC1493 Bridge MIB * RFC3164, 3195 System Log

* RFC1769 SNTP * RFC3411,3412,3413, 3414, 3415, 3416, 3417 SNMPv3

RFC1157, 2570, 2573, 2575, 2576 SNMP MIB RFC4022 MIB for TCP

RFC1442, 1901, 1902, 1903, 1904, 1905, 1906, 1907, 1908,  * RFC4113 MIB for UDP

2578, 3418 SNMPv2 MIB RFC2389 MIB for Diffserv.

RFC271, 1757, 2819 RMON MIB RFC2620 RADIUS Accounting Client MIB

.
.

* RFC2021 RMONv2 MIB * Private MIB
* RFC1398, 1643, 1650, 2358, 2665 Ether-like MIB * DDP MIB
* RFC1321, 2284, 2865, 2716, 3580 Extensible * LLDP-MED MIB

Authentication Protocol (EAP)

dusnyeckmne napameTpsl

Pasmepsl ([ x LU x B) * 280 x 126 x 44 mm

Bec * 0,98 kr

MuTtaHne * 100-240 B nepemeHHoro Toka, 50/60 'y, BHYTPEeHHWUI YHUBEPCaNbHbIA UCTOYHWUK MUTaHKS
Makc. notpebnsemas * 6,33BT

MOLLHOCTb

MoTtpebnsemas mowHocTb B | * 100 B: 2,03 BT

pexvme oXupaHusa ° 240B:2,07 Bt
TennosbigeneHune * 6,32 BT

MTBF (4acbl) * 1380058

YpoBeHb Wwyma *0pb

Cncrtema BEHTMRALNMU * MNaccmnBHas
TemnepaTypa * Pabouas: ot -5 go 50 °C

* XpaHeHus: oT -20 go 70 °C

BnaxHocTb Mpw s3kcnnyataumm: ot 0% o 95% 6e3 KoHAeHcaTa

Mpw xpaHeHun: ot 0% po 95% 6e3 KoHaeHcaTa
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KomnnekT noctaBku
* Kommytatop TrK-

* Kabenb nutaHus

* ®ukcaTop Ans Kabens nuTaHus
* 2 KpenexXHbIX KPOHLUTEMHA AN1F YCTaHOBKM B 19-A10IMOBYIO CTOMKY

* KomnnekT gnsa mo

* 4 pe3nHOBbIE HOXKM
* KpaTkoe pyKOBOACTBO M0 yCTaHOBKe

UHpopmayus ons 3akaza

Moodesb

TrK-121-8/2-M
HacTtpauBaembiit L2 kommyTaTop ¢ 8 noptamu

POCATOM 10/100/1000Base-T u 2 noptamu 1000Base-X SFP

121-8/2-M

HTaXa

OnucaHue

TrK-121-8/2-M

CoBmecTMMOEe 0
OM-712

Hactpansaembiii L2 kommyTaTtop ¢ 8 noptamu 10/100/1000Base-T u 2 noptamu 1000Base-X SFP

6opynoBaHue
SFP-TpaHcuBep ¢ 1 noptom 1000Base-T (go 100 m)

OM-310 SFP-TpaHcuBep ¢ 1 noptom 1000Base-LX pns ogHomopoBoro ontuyeckoro kabens (4o 10 km)
OM-311 SFP-TpaHcuBep ¢ 1 noptom 1000Base-SX ansi MHOroMo0OBOro onTuyeckoro kabens (go 550 m)
OM-312 SFP-TpaHcuBep ¢ 1 noptom 1000Base-SX+ A1 MHOrOMOZOBOIrO ONTUYECKOro Kabens (8o 2 Km)
OM-314 SFP-TpaHcuBep ¢ 1 noptom 1000Base-LHX gns ogHomopoBoro ontuyeckoro kabens (go 50 km)
OM-315 SFP-TpaHcuBep ¢ 1 noptom 1000Base-ZX onsi o4HOMOAOBOro onTUYeckoro kabens (go 80 km)

OM-330npga/3km

WDM SFP-TpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) 4719 04HOMOAOBOI0 ONTUYECKOro kabens (fo 3 km)

OM-330npm/3km

WDM SFP-TpaHcueep ¢ 1 noptom 1000Base-BX-U (Tx:1310 HM, Rx:1550 HM) A1 O4HOMOOBOr0 ONTUYECKOro Kabens (go 3 km)

OM-330npa/10km

WDM SFP-TpaHcueep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ansi o4AHOMOAOBOMO onTUYeckoro kabensa (o 10 km)

OM-330npm/10km

WDM SFP-TpaHcueep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) AN 0o4HOMOAOBOIO onTuyeckoro kabens (go 10 km)

OM-331npa/20km

WDM SFP-TpaHcueep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) AN 04HOMOAOBOMO onTUYeckoro kabensa (8o 20 km)

OM-331npm/20km

WDM SFP-TpaHcueep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) AN 0O4HOMOAOBOI0 onTUyeckoro kabens (go 20 km)

OM-331npga/40km

WDM SFP-TpaHcueep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) 4/19 04HOMOAOBOrO onTuyeckoro kabens (fo 40 km)

OM-331npm/40km

WDM SFP-TpaHcueep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) AN O[HOMOZOBOrO oNTUYeckoro kabens (go 40 km)

O6HosneHo 12.12.2022

Xapakmepucmuku mo2ym 6bimb uaMeHeHb! 6e3 yBeOoOMIeHUs.



